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Abstract— Today in the world of big data, information is
critical and corporate professional firms are adopting the
digital forensic technique for detecting the action timeline of
the activities carried out. Digital forensics is an important
subdivision of data and network security. With the increase in
technology, attacks on data are also increasing. It is very
difficult to cultivate the methods for maintaining the CIA
(Confidentiality, Integrity & Authenticity) security principles.
In this paper, we describe the importance of the study on
computer & digital forensics. This work aims to point out the
importance of windows forensic analysis to extract and
identify the hidden information which shall act as an evidence
tool to track the copying of data into external flash drives,
such as an USB storage device. Windows registry forensic keys
can be applied in carrying the investigation process. For the
sake of simplicity, there will only be the reference to the
windows 7 operating system. Our main focus will be on to
track the identification of files that might have been copied
into external USB mass drives in the absence of the legitimate
user. Also, we will also see that if certain registry key values
are modified then the functionality behaves differently. This
paper will briefly introduce the windows 7 registry structure
which is very useful for the forensics expert to carry out digital
forensic analysis.

Keywords—Windows Registry, Windows 7 Forensic Analysis,
Windows Registry Structure, Analysing Registry Key,
Tracking Copying of data from system to USB.

I.  INTRODUCTION
Few months back, while installing SQLSERVER 2008,
a message was found-“Windows Restart Required”. After
restarting, the same message was found again. The things
were really getting very tedious. What to do?? After
Continuous hunting for the solution, finally a method was
obtained. It shown the resolving of the error can be done by
erasing some data from windows registry keys- “Pending
File Operations”. After erasing, the setup was run again
under the option “Re-run” and it was really wonderful to
see that now the installation process was not asking for Re-
start. It was something made to think how really the things
have worked. What actually is the Windows Registry?
What functionality it does? What are the attributes of
Windows Registry? This paper is all about the research
carried out to know windows registry in depth. Can forensic
methods be applied on windows registry, for discovering
the hidden information? According to Microsoft
Knowledge Base (KB) article 256986 [3], the Windows
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Registry is a “Central Hierarchal database” intended to
store information that is necessary to configure the system
for one or more users, applications, and hardware devices.
In brief, windows registry analysis can run across a variety
of processes & activities, for extracting various key and
transforming it into a meaningful evidence to trace the user,
system, application & network timeline using forensic
study.

In this paper we have discussed about the forensic analysis
on Windows 7 Registry. We begin by stating the work done
by various researchers in section Il, and will be discussing
about the revolutionized change that has been there in the
field of forensic investigations. In the section I11 we will be
discussing the basics of Windows Registry and will go
through the algorithm for tracking the data transfer from
system to USB device. After this, the discussion will be on
result obtained followed by conclusion & future scope.

Il. RELATED WORK

Over the past several years, with computer crimes on the
rise, it is becoming extremely crucial for law enforcement
officers and digital forensic examiners to understand
computer systems and be able to examine them efficiently
and effectively. During the last fifteen years or so,
computers have revolutionized the work place. Information
and critical data needed by the workers are stored into
computers. The operating system allows imposing various
security techniques and group policies to maintain the CIA
(Confidentiality, Integrity & Authenticity) security
principles. However, regardless of the policies and rules it’s
not easy to persist with the CIA principles. Researchers are
coming with new ideas to protect the critical data. One such
technique “Forensic Analysis of the Windows Registry” has
emerged and is becoming a burning topic in the field of
network and information security.

An Ample of information was analyzed by Carvey [1] on
applying digital forensic analysis of the windows registry.
Carvey has focused on the windows registry structure and
suggested the methods- Live analysis and forensic analysis.
Farmer [2] has introduced the Microsoft Windows Registry
database and explained how critically important a registry
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information is to computer forensic experts. The papers
discussed about the various types of Registry “footprints”.
Alghafli, K.A. & Jones, A. & Martin, T.A. [7] have
illustrated the recovery of digital evidence of crimes from
storage media in an increasingly time consuming process as
the capacity of the storage media is in a state of constant
growth. In this paper, the registry structure of Windows 7 is
discussed briefly with several elements of information
within the registry structure of Windows 7 that may be
valuable to a forensic investigator.

Jain, A. & Roy, T. [6] have conducted their research on
Windows XP Registry structure. In this paper importance of
Windows XP Registry structure was explained with an
enhancement to track data theft from system to USB
external devices. Here analysis was done on a suspected file
to identify its timestamps. But the research was not carried
for the Windows 7 Registry Structure.

I1l. METHODOLOGY

A. Registry Definition

The Microsoft Computer Dictionary defines the registry as:
“A central hierarchical database used in the Microsoft
Windows family of Operating Systems to store information
necessary to configure the system for one or more users,
applications and hardware devices”.

The registry contains information that Windows
continually references during operation, such as profiles for
each user, the applications installed on the computer and
the types of documents that each can crate, property sheet
settings for folders and application icons, what hardware
exists on the system and the ports that are being used.

B. The Windows Registry Basics

Title Windows registry is a core of the operating system
which determines the appearance and behaviour of
windows. It is a central repository or a hierarchical database
of configuration data for the Windows operating system. It
has configuration data for all the installed software
applications, device drivers, and policies pertaining to the
system and the users. It controls the peripherals devices and
how applications run. Every time an application runs in the
Windows environment, the first thing it checks is the
registry. Without accessing the registry no application can
be started. In other words windows eventually fail if the
registry fails. The analysis of Windows Registry involves
not just viewing data within the registry but it is about
extracting, interpreting, and understanding what that data
means in its own context and in the context of a forensics
investigation.

1) How to access the Windows Registry?
The Windows Registry is accessed and configured using
the Registry Editor program, a free registry editing utility
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included with every version of Microsoft Windows.
Registry Editor can be accessed by executing “regedit”
from the Command Prompt or from the search or run box
from the Start menu. Registry Editor is the face of the
registry, and is the way to view and make changes to the
registry, but it's not the registry itself. Technically, the
registry is the collective name for various database files
located within the Windows installation directory.

2) Windows Registry Structure:
A hive (Root Keys) in the Windows Registry is the name
given to a major section of the registry that contains registry
keys, registry sub keys, and registry values. All keys that
are considered hives begin with HKEY and are at the top of
the hierarchy in the registry. In Registry Editor, the hives
are the set of registry keys that appear as folders on the left
hand side of the screen when all other keys have been
minimized.
Here is a list of the common registry hives in Windows:

i. HKEY_CLASSES_ROOT

ii. HKEY_CURRENT_USER

iii. HKEY_LOCAL_MACHINE

iv. HKEY_USERS

v. HKEY_CURRENT_CONFIG

¥ Registry Editor
'E.te Edit View Favorites Help

4 M Computer Name Type
HKEY_CLASSES_ROOT
HKEY_CURRENT_USER

Root

HEEY_LOCAL_MACHINE
Keys

HKEY_USERS
HKEY_CURRENT_CONFIG

[ Computer W
= 5

Fig. 1 Windows Registry root Keys

HKEY CLASSES ROOT-
It is aregistry hivein the Windows Registry and

contains file extension association information, as well as
programmatic identifier (ProglD), Class ID (CLSID), and
Interface 1D (1ID) data. In the simplest terms possible, the
HKEY_CLASSES_ROOT registry hive contains the
information necessary so Windows knows what to do
when you ask it to do something, like view the contents of
a drive, or open a certain type of file, etc. The list
of registry keys under the HKEY_CLASSES ROOT hive
is very long. Here are some of the many file extension
association keys you'll find under the
HKEY_CLASSES ROOT hive, most of which will be
begin with a period:
HKEY_CLASSES_ROOT\.avi
HKEY_CLASSES_ROOT\.bmp
HKEY_CLASSES_ROOT\.exe
HKEY_CLASSES_ROOT\.html
HKEY_CLASSES_ROOT\.pdf
HKEY_CLASSES_ROOT\dlIfile
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Each of these registry keys stores information as to what
Windows should do when you double-click on a file with
that extension. For example, on my computer, when you
double-click on a file by the name of draft.rtf, WordPad
opens the file. The registry data that makes that happen is
stored in the HKEY_CLASSES ROOT\.rtf key. The
HKEY_CLASSES_ROOT hive is actually combined data
found in both the HKEY_LOCAL_MACHINE hive
(HKEY_LOCAL_MACHINE\Software\Classes) and the
HKEY_CURRENT_USER hive

(HKEY_CURRENT _USER \Software\Classes). If a
registry key resides in both locations, but conflicts in
some way, the data found in
HKEY_CURRENT_USER\Software\Classes is used in
HKEY_ CLASSES_ROOT. It can be accessed by
clicking on the HKEY_CLASSES ROOT hive on the left
panel in Registry Editor.

HKEY CURRENT USER

It is one of a half-dozen or so registry hives, part of
the Windows  Registry. HKEY_CURRENT_USER
contains configuration information for Windows and
software specific to the currently logged in user. For
example, various registry  values in various registry
keys located under the HKEY_CURRENT_USER hive
control user-level settings like the printers installed,
desktop wallpaper, display settings, keyboard layout,
mapped network drives, and more. Many of the settings
you configure within various applets in the Control
Panel are stored in the HKEY_CURRENT_USER
registry hive. Fig. 2 shows registry keys you might find
under the HKEY_CURRENT _USER hive:

i Regery Edaor

Since the HKEY_CURRENT_USER hive is user specific,
the keys and values contained in it will differ from user to
user on the same computer. This is unlike most other
registry hives which are global, meaning they retain the
same information across all users in Windows.
HKEY_CURRENT_USER can be accessed by clicking on
the HKEY_CURRENT_USER hive on the left side of
the Registry Editor program window. The
HKEY_CURRENT_USER hive is actually just a pointer to
the key located under the HKEY_USERS hive that's named
the same as your security identifier. You can make changes
in either location since they are one in the same.
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HKEY LOCAL MACHINE

It is one of several registry hives in the Windows Registry.
HKEY_LOCAL_MACHINE contains the majority of the
configuration information for the software you have
installed and for the Windows operating system itself. The
HKEY_LOCAL_MACHINE hive also contains
information about currently detected hardware. Fig. 3
shows registry keys you might find under the
HKEY_LOCAL_MACHINE hive:
Q’Registry Editor = i&_l

File Edit View

Favorites Help

4A Computer
HKEY_CLASSES ROOT
HKEY_CURRENT_USER
4 HKEY_LOCAL MACHINE
>~ | BCDOO0O00D00D
HARDWARE
SAM
SECURITY
SOFTWARE
>~ ). SYSTEM
HKEY_USERS
HKEY_CURRENT_CONFIG

Computer

Fig. 3 HKEY_LOCAL_MACHINE Keys
HKEY USERS

It is one of many registry hives in the Windows Registry.
HKEY_USERS contains user-specific  configuration
information for all currently active users on the computer.
Each registry key located under the HKEY_USERS hive
corresponds to a user on the system and is named with that
user's security identifier, or SID. The registry keys
and registry values located under each SID control settings
specific to that user, like mapped drives, installed printers,
desktop background, and much more. From Fig. 4, the
details can be found out. The first four Keys are referred to
as the System Accounts and will generally be the same
from computer to computer. HKU\.DEFAULT contains
global User information. HKU\S-1-5-18 pertains to the
Local System Account. HKU\S-1-5-19 is used to run the
local services and is the Local Service Account. HKU\S-1-
5-20 is the Network Service Account which is used to run
the network service(s). Other Sub keys are unique SIDs
which are associated with individual Users and can be of
considerable forensic importance. Their interpretation is as
follows:

“S” identifies the string as an SID.

“1” is the version of the SID specification.

“5” is the identifier authority value.

2 L-XXXXHXXXXXK-XXXXKXXKXX-XXXXXXXXXX” 1S the

domain or local computer identifier. (Note: The

numbering  schema  “XXXXXXXXXX-XXXXXXXXXX-

XXXXXXXXXX”  will — differ from computer to

computer since it corresponds to individual, unique

User accounts).
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“1000” is the Relative ID (RID). Any Group or
User not created by default will have an RID of
1000 or greater.
“1001_Classes” contains the
associations and class registration.
A wealth of forensic information is contained in each SID.
This includes the User’s Name, the number of times the
User logged onto the computer, the date and time of the last
logon, the date and time the last password was changed,
number of failed logons, and so on.
Here is an example (Fig. 4) of what you might find under
the HKEY_USERS hive:
Q'Registry Editor = (=] &

File Edit View Favorites Help

per-User file

4 & Computer
HKEY_CLASSES_ROOT
HKEY CURRENT USER
b HKEY_LOCAL MACHINE
4.} HKEY_USERS
: .DEFAULT
5-1-5-18
b ). 5-1-5-19
> 5-1-5-20
5-1-5-21-48396125-1827122279-3073968443-1000
5-1-5-21-48396125-1827122279-3073968443-1000_Classes
HKEY_CURRENT_CONFIG

Computer

Fig. 4 HKEY_USERS Keys

HKEY CURRENT CONFIG

It is aregistry hive, part of the Windows Registry, and
stores information about the hardware profile currently
being used. Actually, HKEY_CURRENT_CONFIG is
simply a pointer to the
HKEY_LOCAL_MACHINE\SYSTEM \Current
ControlSet\HardwareProfiles\Currentregistry key, which in
turn is just a pointer to the currently active hardware profile
listed under the HKEY_LOCAL MACHINE\SYSTEM\
CurrentControlSet\

CurrentControlSet\HardwareProfiles key. So HKEY_
CURRENT_CONFIG really just exists so it's easy to view
and modify this data, which you can do in any of the three
locations since they are all the same. Here are the two
registry keys shown in Fig.5. you will find under the
HKEY_CURRENT_CONFIG hive:

@ Registry Editor =RiEN X

File Edit View Favorites Help

4 & Computer
b-Ju H KEY_CLASSES_ROOT
HKEY_CURREMT_USER
HKEY_LOCAL_MACHINE

- k. HKEY_USERS
4 -} HKEY_CURRENT_CONFIG
Software
System
Computer

Fig. 5 HKEY_CURRENT_CONFIG Keys
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3) Algorithm & Procedure:

a)

b)
c)

d)

)

h)

Before discussing about the method will be using in
detecting whether there is a data transfer from
suspected file to external USB drive. Let us discuss
about the MAC (Modified, Accessed, and Created)
timestamps. Each file in a system is associated with
the MAC time. It can be a text file, word file, image
file, database file, webpage file and many more.
Whenever any file is copied or moved or opened
then their accessed time gets changed. Also, if any
changes have been done in the file then both
modified & accessed time gets changed. Created
time comes to play at the time when a file is created.
Forensic analysis of these timestamps can result in
finding out many hidden information necessary for
achieving security.

Every device contains various device parameters,
such as, vendor Id, Product Id, Serial Number,
Version, Parent Id Prefix etc. Also each device
when gets plugged into the system is associated
with some extra parameters such as GUIDs (Global
Universal Identifier), Unique identifiers etc. In
forensic analysis we need to collect information
about these parameters and later, on the basis of
values obtained we conclude with some results.
Below are the steps involved for forensic analysis-
Identify the file which is suspected of being copied.
Let us take a very crucial database file which
contains the list of customers, say, customers.sq|l.
Right click on the file and go to properties. Note
down the MAC time.

Find out the Vendor Id, Product Id & Version
SYSTEM\CurrentControlSet\Enum\USBSTOR
Find out the serial number
SYSTEM\CurrentControlSet\Enum\USBSTOR
Determine Parent Prefix ID
SYSTEM\CurrentControlSet\Enum\USBSTOR
Determine the drive Letter were the Device was
Mapped

SYSTEM\MountedDevices-Perform  Search  for
Parent Prefix ID

Identify the Volume GUIDs
SYSTEM\MountedDevices-
Parent Prefix ID

Find out the user that used the specific USB
Device
HKEY_CURRENT_USER\Software\Microsoft\Win
dows\CurrentVersion\Explorer\MountPoints2-
Search for Device GUID

Determine the last time device was connected.
SYSTEM\CurrentControlSet\Control\DeviceClasses
\{53f56307-b6bf-11d0-94f2-00a0c91efb8b}-
Perform search for Serial Number

Perform Search for
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j)  Identify the first time device was Connected

Whenever a flash drive is connected for the first
time in the system, all its event is recorded in the file

(setupai.dev.log).

Search on the basis of device serial number

C:\Windows\inf\setupapi.dev.log

IV.RESULT AND DISCUSSION

Step 1: ldentify the MAC (Modified, Accessed, Creation)

time of the suspected file customers.sql

General |Secunty | Details I Quick Heal | Previous Versions

Type of file:

Opens with

Location:

Size:

Created
Modified

Accessed

Attributes:

Size on disk:

customers.sql

SQL File (sql)
(%] Windows Shell Commor

C\Users\abhijest\Desktopabhi‘Abhijeet’Desktop
7.54 KB (7,728 bytes)
8.00 KB {8,192 bytes)

Tuesday, October 01, 2013, 4:36:53 PM
Monday, May 06, 2013, 5:27:33 FM

Saturday, February 15, 2014, 12:37:15FM

[[] Read-only [ Hidden

Fig. 6 MAC timestamps of customers.sql

Step 2: Start the Registry Editor (regedit) and write
down the Vendor, Product, Version, Serial Number, and

Parent-Prefix-1D

HKEY_LOCAL_MACHINE/SYSTEM/CurrentControlSet

/Enum/USBSTOR

Q Registry Editor

v;l:l"-@

File Edit View Favorites Help

, HTREE
. IDE

, PQ

, PCIDE
, Root

) SW
, UMB
, USB

. STORAGE

. USBPRINT
-}, USBSTOR

CdRom&Ven_Micromax&Prod_File-CD_Gadget&Rev_0000
Disk&\Ven_&Prod_USB_DISK_2.0&Rev_PMAP

4| |, |Disk8\en ADATARProd_USB Flash Drivek[Rev.000T] | Revi

/ . (12822071921 7011 AR

Control

Device Paramet,
LogConf
Properties

g

ers
Product D
Serial No. |

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\USBSTOR\Disk&Ven_+

Fig. 7 Identification of Device Parameters
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ion

¥ Registry Editor
File Edit View Favorites Help
STORAGE
y SW
ums
usB
. USBPRINT
4 - ), USBSTOR
CdRomé&Ven_Micromax&Prod_File-CD_Gadget&Rev_0000
| Disk&Ven_&Prod_USB_DISK_2.0&Rev_PMAP
4|, Disk&Ven_ADATA&Prod_USB_Flash_Drive&Rev_0.00 |
. 12B220719217011A&0 [::I
| 12B220719228011780 _r REREREREE
68377e2b3c808:12B220719217011A80
Disk&Ven_General&Prod_USB_Flash_Disk&Rev_1.0
, Disk&Ven_Generic&Prod_Flash_Disk&Rev_8.07
, Disk&Ven_hp&Prod_v112b&Rev_1100
Disk&Ven_hp&Prod_v210w&Rev_1100

Computer\HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Enum\USBSTOR\Disk8&

Fig. 8 Identification of Parent Id Prefix

Step 3: Determine Drive Letter where the device was
mapped to, on the basis of Serial Number obtained from
step 2.1t is clear Fig. 10 that, the device was mapped into
drive G.

HKEY_LOCAL_MACHINE/SYSTEM/MountedDevices

Fig. 9 Right hand side consist of list of GUIDS (Global Unique Identifier)

6]\ 74\Volume{ add ebad-435a-11e3-Y948-WUL  eleadbbad 3100 3100 3 U0 500 53 U0 53 U0 4200 5300 94 00 ...

REG_BINARY

P\ 7\Vol d42ebb3-455a" 3f 00 5f 00 5500 5300 42 00 5300 54 00
AWVolumelsddZebbS 435 e orary Value ==
hb3-455a4 - LI 2 3f005f00550053004200530054 00 ...
SN Volumel 0730586524 | Ve ec 0000 10 0000000000
W olume(b078655-8652-4 | \Dospercess ec 00 7e.10 1b 6700 00 00
Volume{b79cH68-3652- ec 0000 1009340000 00
Value data:

07055 255 S —— ec 0000 101272000000
$4\7\Volume{c5elb251 3ccT 4 25 00 36 00 £& 00 26 00 13 et * | Bo3ro0sronss00530042005300 5400
W\77\Volume{cb66db83-7799 52 00 65 00 76 00 GF 00 R.e.v 37005700 55,00 53004200 53 00 5400 ..
N Wolumelcb66b36-7750- an ! 5,00 0010 00 0000 0000

e[\ 1\Volumeel acdc53-2fd0-
e[\ T\Volume{e31663d2-3613-

[ {1407 00 7000000 00 00 00
/B0 3f 00 5f 00 530053004200 5300 54 00 ...

00 31 00 1 B
S\I\Volumel T4l deT-566b- 00 23 00 0%, | | |Bo3r00sr0055005300420053005400 ..
7B 00 35 00 33 00 66 00 {53 |||
yﬂ\?\\/n\ume(ﬁaﬂddlriﬁﬁb— 35 00 36 00 33 0030 00 E 6 3.0 3f 00 5f 00 5500 5300 4200 5300 54 00
#4\DosDevices\C: 3700 2D 00 62 00 3 00 7.-b.§ 5000010000000 0000
$8)\DosDevices\ D B0 62 00 66 00 2D 0031 00 b.f.—1. « |ig50000 404017000000
4\ DosDevices\E: 750000 0 1b 3200 0000

Cancel
\DosDevices\F: 3700 5¢00 4200 44 00 45 00 23 0043 00...
\DosD a 3F005F00 550053004200 5300 5400 ..
\DosDevices\H REG_BINARY 5700300 300 5100 55,00 53004200 300 34 00 .,

Fig. 10 Serial Number obtained from the Volume GUID List
Step 4: Identify the Volume GUIDS on the basis of Serial

number.

HKEY_LOCAL_MACHINE/SYSTEM/MountedDevices

On Right Hand Side, Click on each Name entry to search
for the Parent Id Prefix GUIDs for each device are listed
“\22\Volume{XXXXXXXX-XXXX-XXXX-
XXXXXXXXXXXXXXXX Y.
You may find more than one GUIDs.

as
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Edit Binary Value =

Value name:

77\Wolume {#232569-30c2-113-F6f-D0 fe Zealbad)

Value data:

o070 23 00 36 00 26 00 33 00
0078 37 00 37 00 65 00 32 00
o080 62 00 33 00 632 00 26 00
oogg8 30 00 26 00 21 00 22 00
0090 42 00 32 00 32 00 30 00
o098 37 00 31 00 39 00 32 00
ooA0 31 00 37 00 20 00 21 00
0048 31 00 41 00 26 00 30 00
Oo0BO 23 00 7E OO0 35 00 33 00
00E2 66 00 35 00 36 00 22 00
ooco o 30 00 37 00 2D 00 &2 00
00cs 36 00 62 00 66 00 2D 00
ooDo 31 00 31 00 64 00 30 00

AnTn AT AR AN AN T4 AN cco AN

ok |

m

[ o e e B = R Y

= el w g P Ll TS R, =]
L | IR oo 0D
Y= AT A=Yy A = ARl Y]

&
=
o
i

Fig. 11 First GUID obtained

Edit Binary Value 3=

Value pame:
“7PVolume {4 0b639d-319%-11e 3-aeTc-00 e 2eatbad})

Value data:

0048 46 00 &C 00 &1 00 73 00
0050 68 00 S5F 00 44 00 72 00
o058 69 00 76 00 65 00 26 00
0060 52 00 &5 00 7e 00 5F 0O
0068 30 00 2E 00 30 00 30 00
0070 23 00 31 00 32 00 42 00
o078 32 00 32 00 30 00 37 00
oos0 31 00 39 00 32 00 31 00
ooss 37 00 30 00 31 00 31 00
o080 41 00 26 00 30 00 23 00
ooss  YB 00 35 00 33 00 66 00
00A0 35 00 36 00 33 00 30 00
0o0A8 37 00 2D 00 &2 00 36 00

[ ok
Fig. 12 Second GUID obtained
Step 5: Find the User Profile that used the specific USB
device on the basis of device GUID.
In the last step we have obtained GUID as:

m |
I ]

m

L I =L ol e = O
=T TN e N s e

el rransaRroEode e

&
=
0
@

\??2\Volume{4f2a2569-90c2-11e3-9f6f-001fe2ea9bad}
and
\?2\Volume{4f0b699d-3199-11e3-ae7c-001fe2ea9bad}
HKEY_CURRENT_USER\Software\Microsoft\Windows

\CurrentVersion\Explorer\MountPoints2

We obtained:
HKEY_CURRENT_USER\Software\Microsoft\Windows
\CurrentVersion\Explorer\MountPoints2\{4f2a2569-

90c2-11e3- 9f6f-001fe26a9bad}
# Registry Editor =NREn x|

File Edit View Favorites Help
oo 1 {1399954-3f9e-11e3-046 d-001 fe2eadbad)
>+ 1 {1ddceT37-82c4-11e3-857a-001fe2ealbad}
b+ 1) {2dd93479-3095-11 €3-a8d2-001fe2eadbad}
>+ L {4980e396-8ef8-11e3-956f-001fe2eadbad}
J {4980e3b5-8ef8-11e3-956f-001fe2eadbad}
b || {4980€3f2-BefB-113-056f-001fe2eadbad}
{4980e42d-8ef8-11e3-956f-001 fe2eadbad}
. {4980e432-8ef8-11e3-956f-001fe2ealbad}
. {4f0b6098c-3199-11e3-3eT c-001fedealdbad]
e Lo {H0b699d-3199-11e3-ae7 c-001feleadbad}
-+ L {#f222553-90c2-11e3-9f6f-001fel eadbad})
b | {4£2a255f-00c2-113-06F-001fe2eadbad]
. {41222568-90c2-11e3-9f6f-001feleadbad}
J {51E6A464-02F5-437B-8055-AD28172D2FBC}
{BE1577TAC-9B57-4AFA-ACBF-962DBDGEOFE3}

Computer\HKEY_CURRENT_U SER\SU&warE\M icrosoft\Windows\CurrentVersion'

Fig. 13 First GUID Matched
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#f Registry Editor - - = | 19 |

File Edit View Favorites Help
4 - MountPoints2
. #avenuesD
#Ekm=D
. FEkmEE
{05b829d0-322¢-11e3-b0e0-001fe2eadbad}
. {05b829f8-322c-11e3-b0el-001fe2 eadbad}
{0DF004D1-3575-4DE4-BIDT-FOEDFFGCELTT}
. {0dfc659f-92ba-11e3-adde-001feleaBbad}
. {0dfcfi5ea-92ba-11e3-adde-001fe2eadbad}
. {0dfc65f4-92ba-11e3-adde-001feleaBbad}
. {0dfcf5fc-92ba-11e3-adde-001fe2 eadbad}
. {0dfc6B801-92ba-11e3-adde-001fe2ealbad}
. {0dfc6627-92ba-11e3-adde-001fe2eadbad}
{0dfc6636-02ba-11e3-adde-001fe2ealbad}
. {0dfc6647-92ba-11e3-adde-001fe2eadbad}
{0dfc6655-02ba-11e3-adde-001fe2ealbad}
. {0dfc6691-92ba-11e3-adde-001fe2eadbad}
. {1399954-3f0e-11e3-046d-001fe2 eadbad}
. {1ddcei37-82c4-11e3-957a-001fe2ealbad}
. {3dd23479-3095-11e3-a8d2-001fe2 eadbad}
. {4980e396-8ef8-11e3-956f-001fe2eaBbad}
. {4980e3b5-8efd-11e3-956f-001fe2 cadbad}
-1 [4980e3f2-8ef8-11e3-056f-001fe2ealbad]}
-1 {4980ed2d-Befi-11e3-956f-001fe2 calbad}
-1 [4980e432-8ef8-11e3-956f-001fe2eadbad}
-1 {4f0b638c-3199-11e3-aeT c-001fe2ealbad}
. {40b629d-3199-113-ae7 c-001fe2 eadbad}
- . {4f232553-90c2-11e3-9f6f-001 fe2eadbad}
. {4f22255f-00c2-11 e3-0f6f-001fe2 eadbad}
14f232569-90c2-11e3-9f6f-001fe?ealbad}
Computer\HKEY_CURRENT, USER\SoftwarE\Ml(rosof‘t\Wmdows\CurrentVErslon\Eprorer\M-

Fig. 14 Second GUID Matched

Both the GUIDS entry was have found here and is for the
user “abhijeet” (as currently logged in with username
“abhijeet”). Therefore, this is confirm that the device was
plug in from the user account “abhijeet”

Step 6: Discover the first time, the device was connected.
For this, the setupapi.dev.log file is investigated. When ever
a flash drive is connected for the first time in the system, all
its event is recorded in this file. Search on the basis of
Device serial number

C:\Windows\infisetupapi.dev.log

Serial Number

[Device Install (Hardware initiated) - USB\VID_125F&PID_CB40\[28220719217011A]
section start Lmqgm-mmm
ump: Creating Install Process: DrvInst.exe 18:06:53.673

ndv: Retrieving device info..

ndv: Setting device parameters

ndv: Searching Driver Store and Device Path..
dvi: {Build priver List} 18:06:53.992

dvi: searching for hardware ID(s):

dvi: ush\vid_125f&pid_ch40&rev_0100
dvi: usb\vid_125f&pid_chd0

dvi: searching for compatible ID(s):

dvi: usbg 1ass_08&subclass_06&prot_50
dvi: usb\class_08&subclass_06

dvi: ., usb\class_08

Fig. 15 Snapshot of setupapi.dev.log. Here the time can be seen when
device was connected for the first date & time. The format of date is
yyyy/mm/dd
Step 7: Determine first time device connected after last
reboot on the basis of serial number. Right Click here and

export to text file and search for last write time.

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\

Control\DeviceClasses\{53f56307-b6bf-11d0-94f2-
00a0c91efb8b}\##?#USBSTOR#Disk&Ven_ADATA&Pro
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d_USB_Flash_Drive&Rev_0.00#12B220719217011A&0#
{53f56307-b6bf-11d0-94f2-00a0c91efb8b}

Key Name; HKEY_LOCAL_MACHINE\SYSTEN\Currentcontrolset\Control\neviceclasses
\{53756307-hebf-11d0-94f2-00a0c91efh8b} \ &7
#USRSTOR#DIsk&Van_ADATARProd_USB_Flash_DrivedRev_0.00#128220719217011A%04{5356307-bebf -
11d0-9472-00a0c91e b8k}

Class Nane: <NO CLASSY
Last Write Tine:  15-Feb-14 - 9:49 AN
Value 0
Nane: DeviceInstance
Type: REG_SZ

Data: USBSTOR .
\Disk&ven_ADATA&Prod_USB_F1ash_Drive&Rev_0.00\128220719217011480

Fig. 16 First time after device was connected after last reboot

Step 8: Determine the last time device was connected on the
basis of serial number.

Case-1:
HKEY_CURRENT_USER\Software\Microsoft\Windows\
CurrentVersion\Explorer\MountPoints2 {GUIDS}

C o W W
File Edit Format View Help

Key Name: 2
HKEY_CURRENT_USER\Software
\Microsoft\wWindows\Currentversion
\Explorer\MountPoints2\{4f2a2569-
90c2-11e3-9f6f-001fe2ea9bad}

Class Name: <NO CLASS>

Last write Time: 08-Feb-14 - 8:17
PM

Fig. 17 Last write time on the basis of GUID-1

s BB B
File Edit Format Wiew Help
Key Name: :

HKEY_CURRENT_USER\Software
\Microsoft\windows\Currentversion
\Explorer\MountPoints2\{4f0b699d-
3199-11e3-ae7c-001fe2ea9bad}

Class Name: <NO CLASS>
Last Write Time: 10-0ct-13 - 6:07
PM

Fig. 18 Last write time on the basis of GUID-2

Case-2: It might happen that data is not obtained from
case-1, in that case you can go with case-2.
HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Enum\USB\VID_125F&PID_CB40\12B220719217011A

| last - Notepad
File

C= =R X ]
B

Edit Format View Help

Key Name: HKEY_LOCAL_MACHINE -
\SYSTEM\CurrentControlset\Enum\USB
\VID_125F&PID_CB40\12B220719217011A

Class Name: <NO CLASS>
Last wWrite Time: 15-Feb-14 - 12:36 PM
value 0

Name : DeviceDesc

Type: REG_SZ

Fig. 19 Last write time obtained

www.ijcsit.com

V. CONCLUSIONS AND FUTURE SCOPE

From the above section it can be concluded that the data has
been copied into the USB device as the MAC time of the
file suspected (customers.sql) of being copied is checked
and compared to the time obtained through the registry
analysis (see the time obtained in step 8). It was observed
from the Modified, Accessed & Created times of the file in
the system that, access times of customers.sgl is changed
and is within the vicinity of the last write time of the device.
Hence, it may be concluded that the USB device was
connected at that particular time and now the device is in
question. The things analyzed so far signifies that file has
been copied to the USB disk. The Victim can go with the
cyber laws and submit the results obtained by the forensic
analysis. The clues can be submitted to the forensic experts
and then they can really discover more hidden data by
applying forensic analysis on registry, memory, device,
computer etc.

The present paper deals the manual investigation process.
Here the suspected file customers.sql was made gone
though the investigation process. Practically in a system
there are many sources of sensitive and critical information
that needs to be secured and at times it may be analyzed.
Therefore, the present research can be upgraded and new
solutions can be identified which will be very helpful in
performing forensic analysis easily. Hence, the future scope
may contain the following analysis-

i. Forensic Analysis on Windows 8 operating system

ii. An application to detect quickly the MAC time of
various files in a directory. Also the user should have a
provision to select a particular directory for finding out
the MAC times.

The file was copied because; the USB device plugged
can work. One solution can be- disabling the USB ports
by changing some registry keys.

A background process can be developed which records
the timestamps for the devices being connected to the
system. This includes both plug-in time and plug-out
time. Later these values can be very helpful in forensic
analysis. At present, no system records the plug-out
time. It’s an important factor which can be very useful
while analyzing the PnP (Plug & Play devices).
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